Locd Update of Census Addresses (LUCA) Program — AddressList Review

Confidentiality and Seaurity Guidelines

When the Census Bureau colleds information from or about an individual, it is required by law to
maintain the cnfidentiality of that information. The Census Bureau takes this responsibili ty very
serioudly to successully proted the privacy of the datait colleds. Respondents placetheir trust
in the Census Bureau ead time asurvey is completed or an interview is conducted. Thistrust is
criticd to the successof the Census Bureau’ s misgon. For this reason, the Census Bureau
requires that ead locd official who participates in the aldresslist review opportunity understand
and agreeto abide by the confidentiality and seaurity guidelines outlined below and in the LUCA
Technical Guide.

Why Address Information Is Proteded

It'sthelaw. Title 13, United States Code provides for the mnfidential treament of census
related information. Chapter 1, Sedion 9 of the wde states:

“Neither the Seaetary, nor any other officer or employeeof the Department of Commerce or
bureau or agency thereof, or locd government census liaison, may, except as provided in sedion
8 or 16 or chapter 10 of thistitle-

1) use the information furnished under the provisions of thistitle for any purpose other than
the statisticd purposes for which it is supgied; or

2) make any publication whereby the data furnished by any particular establishment or
individual under thistitle can be identified; or

3) permit anyone other than the sworn officers and employees of the Department or bureau
or agency thereof to examine the individual reports.”

Sedion 214 of the ade further explains that the penalty for the wrongful disclosure or release of
information proteded by Title 13 isafine of not more that $5,000 or imprisonment for not more
that 5 yeas, or both.

To implement this law, all employees (both temporary and permanent) take an oath to maintain
the confidentiality of the cansus information they encounter in their work. Census information
includes everything on a cmpleted or partially completed questionnaire, or obtained in a personal
or telephone interview. In addition, it includes individual addresses, such as those the Census
Bureau maintains in its Census addresslist that addresslist review liaisons will be examining as
part of the LUCA program. It also includes maps that show individual housing unit locaions.
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Generdlized addressinformation, such as the aldressrange data available in the Census Bureau's
TIGER/Line® products, is not considered proteded by Title 13, United States Code.

In 1994 the Congressamended Chapter 1 of Title 13, United States Code, to alow locdly and
tribally appointed liaisons to review the Census Bureau's addresslist for their area This
amendment reaognizes the important role that locd knowledge and perticipation can play in
building the Census addresslist. The anendment also provides for the continued confidentiality
protedion of individual addressinformation and therefore limits the use of the Census addresslist
by liaisons to the improvement of the Census addresslist.

Significance of the AddressReview Confidentiality Agreement

Eadh participating agency should designate aprimary liaison for the addresslist review
opportunity. Thisindividual will be the primary contad for addresslist review adivities. We
consider all other individuals who will have accesto the Census addressinformation as liaisons
and they must sign the Confidentiality Agreement aswell. Signatures on this form constitute an
agreament by ead individual to abide by the seaurity guidelines outlined below.

The Census Bureau will not transmit the Census addresslist materials for
your area until we have recaved a completed Confidentiality Agreement.

Seaurity Guidelines

We ae providing the seaurity requirements used by the Census Bureau in all its work fadlities,
and on all itscomputers. The Census Bureau accepts that the implementation of these guidelines
may vary slightly from one addresslist review participant to another, but the end results must be
the same for ead participant — non-disclosure of Title 13, United States Code information.

Proteding Census AddressInformation On Paper

° Keep all Census addressinformation in alocked room during non-work hours. 1f possble,
store the Census addressmaterialsin locked desks or cabinets.

° During work hours, do not leave aroom unattended where Census addressinformation is
stored; lock the room whenever you leave it.

° Do not leave Census addressinformation unattended at your desk.

° Only make apies of the information if required to complete your task; while making
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copies, do not leave the apying macdine unattended.

To FAX adocument containing Census addressinformation to a Census Bureau location,
make sure the document is properly labeled, verify the FAX number before sending, and
arrange for a Census Bureau employeeto be & the FAX macdiineto recave it.

Do not discussthe Census addressinformation or locaions of addresses with anyone who
isnot an addresslist review liaison or a Census Bureau employee

Do not disclose predse, or even aneadotal information, about Census addresses or
locaions.

Proteding Eledronic Census AddressInformation

Operating systems, programs, applications, and datarelated to the review of Census
addresses must be accesble only to addresslist review liaisons. The aitomated data
processng (ADP) system should restrict the read, write, delete, and exeaute functions
applicable to the Census addresss.

The ADP system nmust use log-on routines that require auser-id and passwvord that
conform to the following gudelines:

1) Asggn a unique user-id and passwvord for eat addresslist review liaison.

2) Disable passwvords after threebad attempts.

3) Rejed passvords that are the same & the user-id or that have been used within the
last 6 months.

4) Passvords must be & least six charaders.

5) Do not display passwvords on terminals or printers.

6) Encrypt passvords.

7) Assgn a 30-day expiration date to passvords.

8) On new acounts, use expired passvordsto force usersto set new passwvords.

The ADP system nust display a warning log-on feaures.
Computer screens must display awarning that states. “This computer contains U.S.

Census Bureau addressinformation proteded by Title 13 United States Code;
unauthorized release of this information is punishable by fines or imprisonment.”
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° If Census addressinformation is placed on a shared computer system, construct eledronic
seaurity profiles to allow only addresslist review liaisons accessto the Census address
information.

° If Census addressinformation isto be transmitted over external networks, use dedicaed

lines or encrypt the data.
° Lock all rooms containing computers and all associated media during non-work hours.

° During work hours, do not leave cmmputers with Census addressinformation unattended;
lock the room whenever you leare.

° Label any diskettes containing Census addressinformation. If badkup is necessary, do not
send the tapes, cartridges or disks off-site and store them in a seaured area

° Magnetic media (tapes, disks, hard drives) containing Census addressinformation must be
cleaed prior to reuse. To clea, overwrite d sensitive data aminimum of threetimes
using a aommercial disk utility program or degaussusing a commercial degaussr.

° Program any software you develop for displaying Census addresss to label eat affeded
page of a printout containing Census addressinformation with the following:

“THIS (list, report) CONTAINS INFORMATION, THE RELEASE
OF WHICH ISPROHIBITED BY TITLE 13UNITED STATES
CODE AND ISFOR BUREAU OF THE CENSUS OFFICIAL USE
ONLY.”

The Census Bureau will conduct workshops covering al aspeds of the addresslist review
opportunity. In addition, the workshops will provide an opportunity to review the seaurity
guidelines and safeguards to proted against ill egal use of Census addressinformation. Census
Bureau staff conducting the workshops will help you dedde who in your organization redly neels
to have accesto the census addresses and will review the dvil and criminal penalties for improper
or illegal use of the data.



